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Key enterprise risk and compliance services trends shaping the 
market 

Growing regional 
privacy regulations 
and the need for AI 
governance

Navigating complex 
compliance 
challenges

Emerging technology 
advancements drive 
enterprise GRC 
landscape

Risk and compliance 
services are driving 
ESG goals 

• The ever-changing regional compliance regulations have prompted enterprises to invest in solutions that 
safeguard consumer data and secure end-to-end processes across their global operations, reducing the 
financial impact of noncompliance.

• The increasing buzz around adapting generative AI in business processes has aroused the need to develop 
AI risk governance solutions to monitor AI activities for risk mitigation, regulatory compliance, and ethical 
concerns.

• Businesses grapple with challenges such as changing regulations, compliance costs, and fragmented 
operations, leading to compliance gaps and increased audit expenses. 

• To address these challenges, there is a growing need for centralized, automated compliance management 
systems, along with the adoption of data-driven solutions enhanced by AI, to optimize costs and improve 
interoperability. 

• Organizations are actively exploring the adoption of technological advancements to automate various 
aspects of risk assessment, fraud detection, compliance management, data privacy, and disaster recovery.

• AI technologies such as ML, natural language processing (NLP), and RPA are instrumental in automating 
compliance checks, anomaly detection, and compliance report analysis, ensuring data-driven decision-
making while optimizing performance.

• Companies seek solutions to ensure ESG initiative transparency and regulatory compliance, driving the 
need for integrated GRC-ESG solutions.

• These solutions encompass ESG program consulting, third-party ESG risk management, integrated ESG-
ERM capabilities, and ESG regulatory compliance and audit support, offering in-depth insights into ESG 
progress and associated risks.
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Avasant recognizes 19 top-tier providers supporting the
enterprise adoption of risk and compliance services

Practice maturity
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In August 2023, the US-based 

National Institute of Standards 

and Technology released its first 

draft of Cybersecurity Framework 

2.0 guidelines. It emphasizes 

governance, addresses supply 

chain and ransomware threats, 

and offers guidance for risk 

reduction.

In June 2022, Canada proposed 

the Artificial Intelligence and Data 

Act, which mandates risk 

management and information 

disclosure for high-impact AI 

systems.

In April 2023, Washington State 

passed the My Health My Data 

Act. It addresses gaps in HIPAA 

coverage and extends stronger 

privacy protections to the health 

data of Washington residents.

In June 2022, the European 

Parliament approved the AI Act, 

which enforces strict regulations and 

transparency on high-risk AI, including 

ChatGPT.

In July 2021, the United Nations 

Economic Commission for Europe 

introduced the UN R155 and UN 

R156 regulations to establish 

global standards for vehicle 

cybersecurity, requiring certified 

management systems and secure 

design practices for all 

automotives worldwide. In March 2023, Japan released a 

new cybersecurity regulation for 

medical devices that mandates 

risk management and JIS T 2304 

(IEC 62304) and JIST 81001-5-1 (IEC 

81001-5-1) compliance.

In November 2022, Australia 

amended its Privacy Act with the 

Privacy Legislation Amendment Bill 

2022, raising fines for serious data 

breaches. 

In February 2022, the Nigerian 

government approved the Nigeria 

Data Protection Bureau to oversee 

the data protection and privacy of 

its citizens.

Country strengthening cybersecurity policies

Note: Examples from selected countries

In August 2023, India enacted the 

Digital Personal Data Protection 

Act 2023, establishing privacy 

regulations for personal data 

processing in the country. 

More countries are imposing fines for noncompliance with 

data protection laws
Diverse policies and regulations complicate the GRC landscape for organizations operating across multiple 
borders.
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Third-party ESG 
management

• Enterprises face increased 
pressure to assess third-party 
ESG performance due to the lack 
of visibility into vendor ESG 
scores, leading to increasing 
reporting requirements. 

• The assessment of vendor ESG 
commitment is crucial for 
managing ESG risks to ensure 
responsible supply chains, data 
security, and privacy. 

Enhancing internal 
controls for sustainability 

reporting

• Businesses seek integrated risk 
and control processes for 
reporting ESG compliance 
aligned with the CSDDD and 
CSRD standards.

• This involves improving the 
reliability of reported data and 
facilitating the design, 
implementation, and continuous 
monitoring of integrated 
ESG-GRC processes.

Regulatory compliance 
and audit support for 

ESG

• Companies need to understand 
and comply with regional and 
global ESG regulations and also
generate reports to demonstrate 
adherence to these regulations

• This includes supporting internal 
audit functions, offering insights, 
assuring ESG risk management, 
reporting, and operational 
performance through insights 
and assurance.

Integrating ESG with 
enterprise risk 

management (ERM)

• Incorporating ESG into ERM 
helps enterprises engage with 
stakeholders, allocate resources 
effectively, and integrate risk 
controls for holistic risk 
management.

• This can include aligning ESG 
risks with strategy, defining risk 
appetite for ESG, leveraging 
existing ERM programs, and 
employing relevant data for ESG 
assessment.

Enhancing the incorporation of ESG factors into GRC frameworks

Enterprises are integrating sustainability initiatives with their risk and compliance processes to meet global ESG-related 
security standards.

Note: CSDDD refers to corporate sustainability due diligence directive, and CSRD refers to corporate sustainability reporting directive.
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