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Hacking is now an organized business RADARV' EWS

Nation-state actors are real threats, leading to industry-specific and supply chain attacks

Nation-state The NCSC* secures UK against 10

actors . Acc-oun’rs for majority of d-o’ro breaches with ulterior incidents/week: majority from nation-states.
motives that are not readily apparent upfront. '
(K N . : .. : According to the FBI, the nation-state actors
% R * Includes escalation of admin privileges, dropping breached 2 US cities using a Microsoft
of webshells for backdoor access to server. SharePoint vulnerability.

In July 2019, 3 US-based utility firms were
targeted by a spear-phishing campaign;

Industry-specific

* Mining social networks for targeted spear phishing

' campaigns on individuals or organizations. impersonated enginsenng licensinglboard
+ According to the FBI, there were 621 successful leclerGene ey e forasind versus

b RIS RO CIICIEE: chemical, industrial and manufacturing firms.

Accessed personal data of 37K Canadians
by attacking TransUnion using customer’s
login credentials for leasing division of CWB*.

Last year, FBI warned the US private sector
about the Kwampirs malware used to attack

Supply Chain - Exploitation of weak links in the supply chain
includes gaining access to strategic partners and
customers.

« |t is difficult to identify responsible parties for a
supply chain breach.

software providers in the supply chain.

*NCSC: National Cyber Security Centre; CWB: Canadian Western Bank ¢
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) RADARVIEW"
The Needed Effect of Cyber Hygiene "

* Changed environment > "New Normal"
* WFH is here to stay in some form of permanence

* Increased perimeter means larger target for adversaries
o *FBl reports 300% increase in cybercrime reporting

* Company pivotse What does this look like?
®* Proactive vs. Reactive mode
* Ransomware and other attackse

* Finding a Cyber Panacea

* FBI — Internet Crimes Complaint Center, 2020
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Threat trends that continue to exist and evolve with newer @. RADARVIEW"™
technologies

@ Increase in zero-day attacks

There are more zero-day Exploits via attachments or Case Study: In August 2019,
exploits that require patching, URLs that are given through BitPaymer ransomware used
resulting in more frequent spear-phishing, socially zero-day in iTunes for Windows
cycles that take longer to engineered spam emails, to attack an automotive firm.
deliver in some cases. exploit kits and others.

‘

® Inadequate cloud security configuration and controls

Primarily due to low levels of maturity Case Study: Configuration

and awareness with regards to the vulnerability of the Web Application
shared cloud security responsibility Firewall (WAF), part of AWS, led to
between cloud service providers (CSPs) leakage of 100M Capital One

and the enterprises. customer information.

@® Conscripting loT endpoints into botnets to launch DDoS attacks

Growing number of loT and Though routers and connected Case Study: Manufacturers
smart devices and lack of cameras continue to be the prime globally have been targeted by
security cadence are increasing  targets, there are more attacks Lemon_Duck Powershell malware

that exploits vulnerabilities in

the threat landscape. against industrial control systems (ICS). Windows 7 devices

5 Source: Avasant Research /\ V /\ S /\ N T
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AUDIENCE Q&A
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THANK YOU FOR JOINING US

ALL REGISTRANTS WILL RECEIVE THEEWEBINAR REPLAY AND PRESENTATION SLIDES
FOR QUESTIONS PLEASE CONTACT:

Naresh Lachmandas
Principal & Sr. Fellow, Avasant
events@avasant.com
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