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* Post-tariff tensions are driving banks to boost efficiency, cut cost
24/7 services to stay competitive
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* Rising cyber threats, complex fraud tactics, and stringent regulations are / )
. ing on mitigating the risks of overhauling legacy systems with Z H"
luti | ess across geographies is a key focus for banks ";"’5’:'55;;,"; ’




3

Executive summary

Key drivers

The business environment, especially
post the tariff wars, is pushing banks to
enhance operational efficiencies, reduce
costs, and scale services round-the-clock

Rising customer expectations for
personalized experiences are pushing
banks to reimagine engagement models
and service delivery

Increasing cyber threats, sophisticated
fraud tactics, and strict compliance

mandates are compelling banks to fortify
security and streamline regulations

To avoid risks associated with
modernizing entire legacy systems,
banks need a more agile and low-risk
alternative to full core replacement

The demand for inclusive and real-time
financial services is pushing banks to
adopt innovative digital payment
solutions and expand financial access

Increasing investor expectations and
demand for ethical banking are driving

banks to embed ESG principles into
their core operations

Source: Avasant Research

Enterprise response

Banks are responding with multiple approaches to cut costs while enhancing operational efficiency. They are
accelerating cloud migration and adopting cloud-native, composable architectures to modernize legacy
systems, enable scalability, reduce operational costs, and deliver services more efficiently. They are also setting
up GCCs as key talent hubs to drive continuous innovation and optimization with high-quality talent pools.

Banks are leveraging generative Al and advanced analytics to offer hyperpersonalized products, services, and
interactions. From Al-powered chatbots for real-time support to personalized financial insights and targeted
offerings, banks are deploying intelligent solutions that anticipate customer needs, deepen engagement, and
drive long-term loyalty.

Banks are deploying Al-driven threat detection systems, adopting zero-trust security architectures, and
investing in advanced fraud prevention tools. Simultaneously, they are leveraging RegTech platforms to
automate compliance tasks such as know your customer (KYC) and anti-money laundering (AML), enhance risk
visibility, and ensure real-time regulatory reporting, enabling safer, more compliant banking operations.

Banks are adopting a Sidecore strategy by deploying lightweight, cloud-native digital cores alongside their
legacy systems. This dual-core approach allows banks to launch new products and digital experiences on
modern platforms such as Thought Machine, Mambu, or 10x Banking, while continuing to run operations on
traditional core banking systems, enhancing process efficiency with reduced operational risk.

Banks are embracing real-time payments, digital wallets, buy now, pay later offerings, and crypto-enabled
transactions to meet evolving customer expectations and promote financial inclusion. They're also partnering
with fintech firms, adopting open banking APls, and supporting government-led initiatives such as central
bank digital currencies (CBDCs) to modernize payment ecosystems and reach underserved populations.

Banks are accelerating their ESG agendas by offering green bonds, sustainability-linked loans, and green
payment solutions. They are integrating ESG metrics into risk assessments, enabling sustainable finance
frameworks, and supporting clients in transitioning to low-carbon models. Further, banks are investing in ESG-
focused digital platforms to improve reporting, transparency, and decision-making aligned with climate goals.
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Avasant recognizes 28 top-tier service providers supporting the banking industry
in digital transformation
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Post-tariff tensions are driving banks to boost efficiency, cut costs, and scale 24/7
services to stay competitive

Banks are leveraging global capability centers (GCCs) in talent-rich hubs and accelerating cloud adoption to cut costs,
modernize legacy systems, and scale services efficiently.

In July 2024, UniCredit acquired
Aion Bank and its cloud-based IT
platform provider Vodeno for
€370M to boost its digital
transition with cloud-native
technologies.

In October 2024, Citi partnered
with Google Cloud to modernize
its infrastructure, adopting
Vertex Al and migrating apps,
retiring 1,250 apps, and cutting
expenses by 2% year-over-year.
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Cloud adoption
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‘HAN HOUSING BANK s.y
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In April 2024, Oman Housing Bank
adopted Temenos' cloud banking
platform to modernize its
infrastructure. The bank aims to
accelerate product development
with cost-effective implementation.

In July 2024, National Australia
Bank adopted a cloud-first
approach with Microsoft to

improve endpoint management,
reduce costs, and ensure a secure
environment for its workforce.

Source: Avasant Research
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4 Citizens

& Financial Group, Inc.
In April 2025, Citizens Financial Group launched a
GCC in Hyderabad with Cognizant, aiming to scale
to 1,000 tech professionals by 2026 and enhance
banking capabilities with Gen Al.

3 UBS

In January 2025, UBS planned to expand its GCC in
Hyderabad by adding 1,800 employees over the
next two years. It would focus on finance and
operations by leveraging the regional talent.

MIZWHO

In October 2024, Mizuho Financial Group
expanded its GCC in Chennai. It plans to grow its
workforce from 350 to over 1,000 employees in the
next three years.

>BNY

In March 2025, BNY India consolidated its
operations in Pune into a new office, leveraging
local talent to support its GCC and help global
clients with integrated solutions.
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Rising cyber threats, complex fraud tactics, and stringent regulations are pushing
banks to strengthen security and comply with regulations

Banks are harnessing Al-powered threat detection, zero-trust security frameworks, and advanced fraud prevention tools to
ensure robust, compliant, and secure banking operations.

«» Ransomware attack on bank Data breach risks Attack by a hacking group
CyberseCUIty in banks D - In April 2025, a ransomware In December 2024, a data In August 2024, a major

HI:/TF) Ig:;[rer;atéﬁgflnegloyne;g% of‘ur;ﬁ -g 3 attack on vendor Toppan Next breach at Randolph Brooks cyberattack hit Iran’s banking
reported cyber incidents over the past - = Tech exposed data from DBS Federal Credit Union exposed  system, forcing ATM shutdowns
two decades have targeted the GC) 0 Group and Bank of China in sensitive data of 4,607 Texas nationwide. The hacker group
financial  sector, resulting in 8 v Singapore. Around 8,200 DBS residents, including names, IRLeaks demanded $10M in
approximately $12B ‘i“ direct losses. (4 4 g and 3,000 Bank of China Social Security numbers, birth ransom to prevent the leak of
Since 2020 alone, direct losses have o customers were affected. dates, and financial details. sensitive data from 20 banks.
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reached an estimated $2.5B.

The World Economic Forum (WEF)
reported that 84% of financial firms

are taking proactive steps to establish LLOYDS

governance frameworks for their Al BANKING GROUP i* BARC[AYS
initiatives, indicating a strong
awareness within the financial sector

Banks’ cybersecurity initiatives
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RESERVE BANK OF INDIA

for responsible Al practices. Reducing false positive alerts Automating threat detection

with Al-powered engine and enhancing security
The Indian Computer Emergency
Response Team (CERT-In) conducted a In March 2025, Lloyds Banking In June 2024, Barclays partnered In December 2024, the Reserve
10-day cybersecurity drill, involving Group patented its Al-powered with Microsoft to boost its Bank of India (RBI) launched
banks, SEBl-regulated entities, and Global Correlation Engine, which cybersecurity strategy, using MuleHunter.Al, an Al/ML tool
others. Additionally, as stated by WEF, reduces false positive cybersecurity Microsoft Security Solutions to developed by its innovation hub to
it launched an eight-month program alerts by cross-referencing data, expand automated threat detect mule accounts in financial
with 40 cooperative banks to enhance enhancing threat detection and detection and leverage Al to fraud. A pilot with two public sector
cyber incident management. | response speed for real risks. AN protect customers and services. D banks showed promising results.
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